NISTIR 7524

U.S. Department of Commerce Office of Applied Econormics
N H National Institute of Standards and Technology Building and Fire Research Laboratory
Gaithersburg, M D 20899

Users M anual for Version 4.0 of the Cost-Effectiveness
Tool for Capital Asset Protection

Robert E. Chapman and Amy S. Rushing







NISTIR 7524

U.S. Department of Commer ce Office of Applied Ecunormics
N H National Institute of Standards and Technology Building and Fire Research Laboratory
Gaithersburg, M D 20899

Users Manual for Version 4.0 of the Cost-Effectiveness
Tool for Capital Asset Protection

Robert E. Chapman and Amy S. Rushing

Sponsored by:
National Institute of Standards and Technology
Building and Fire Research Laboratory

September 2008

U.S. DEPARTMENT OF COMMERCE
CarlosM. Gutierrez, Secretary

NATIONAL INSTITUTE OF STANDARDSAND TECHNOLOGY
Patrick D. Gallagher, Deputy Director






Abstract

Economic tools are needed to help the owners and managers of buildings, industrial
facilities, and other critical infrastructure to select cost-effective combinations of
mitigation strategies that respond to natural and man-made hazards. Economic tools
include evaluation methods, standards that support and guide the application of those
methods, and software for implementing the evaluation methods. This document focuses
on Version 4.0 of the Cost-Effectiveness Tool (CET 4.0); it describes: the input data
requirements for the software, the hierarchy of software screens, the evaluation methods
employed and their associated standards, the strategy for analyzing complex decision
problems, the types of reports produced, and on-line help features. Decision makers
typically experience uncertainty about the correct values to use in establishing basic
assumptions and in estimating future costs. When projects are evaluated without regard
to uncertainty of inputs to the analysis, decision makers may have insufficient
information to measure and evaluate the financial risk associated with the aternative
combinations of mitigation strategies. CET 4.0 addresses uncertainty and financial risk
in astructured, three-part manner. First, best-guess estimates are used to establish a
baseline analysis. Second, a sensitivity analysisis performed in which selected inputs are
varied about their baseline values. Third, aMonte Carlo simulation is performed to
obtain an explicit measure of financia risk associated with the alternative combinations
of mitigation strategies. Guidance is aso given on how to choose the most cost-effective
risk mitigation plan from a set of alternative combinations of mitigation strategies.
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Preface

This study was conducted by the Office of Applied Economicsin the Building and Fire
Research Laboratory at the National Institute of Standards and Technology. The study
devel ops a software tool for evaluating security-related investments and expendituresin
constructed facilities. The intended audience isthe National Institute of Standards and
Technology as well as other government and private sector organizations that are
concerned with evaluating how to efficiently allocate scarce financial resources among
security-related investment alternatives.
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1 Introduction
1.1  Background

The National Institute of Standards and Technology (NIST) is a non-regulatory federal
agency within the U.S. Department of Commerce. NIST develops and promotes
measurement, standards, and technology to enhance productivity, facilitate trade, and
improve quality of life. In the aftermath of the attacks of September 11, 2001, NIST has
taken akey role in enhancing the nationis homeland security.

NISTis Building and Fire Research Laboratory (BFRL) has as its mission to meet the
measurement and standards needs of the building and fire safety communities. A key
element of that mission is BFRLis commitment to homeland security. Specifically, the
goal of BFRLis homeland security effort isto develop and implement the standards,
technology, and practices needed for cost-effective improvements to the safety and
security of buildings and building occupants, including evacuation, emergency response
procedures, and threat mitigation.

The September 11, 2001 attacks on the World Trade Center and the Pentagon, and the
subsequent dispersion of anthrax through the postal system, changed the way many in the
United States approach security and safety. The devastation to the Gulf Coast caused by
Hurricanes Katrina and Rita, and their impact on the national economy, underscored the
need to plan for natural and man-made disasters as well asterrorist threats. These events
have prompted the owners and managers of constructed facilities®buildings, industrial
facilities, and other physical infrastructureto address natural and man-made hazards
and protect the occupants, property, and functions of their facilities.

These events have led to changes in the way key decision makers respond to natural and
man-made hazards. Among these changes are the way owners and managers think about
the design, location, construction, operation, and renovation of constructed facilities. The
range of responses available to decision makers is extensive, asis the potential expense.
Parallel to the redlity of the risks posed by natural and man-made hazards is the redlity of
budget constraints. Owners and managers of constructed facilities are confronted with
the challenge of planning for and responding to natural and man-made hazardsin a
financially responsible manner. The two objectivesO safeguarding personnel and
physical assets and satisfying financial constraints©must be bal anced through a cost-
effective risk mitigation plan.

Emerging from this new focus on planning is the realization that it makes sense to
evaluate all kinds of natural and man-made hazards as a group. Costs for protection
against multiple hazards can be shared among the hazards protected against, thereby
reducing the cost of any single form of protection. Or, looked at in another way, agiven
cost of protection can yield extra benefits when considering multiple hazards. This
spillover of benefits from one kind of protection to another highlights the need for a
holistic approach to planning protection against multiple hazards.



The Cost-Effectiveness Tool (CET) incorporates and integrates research being conducted
by the Office of Applied Economics (OAE) under BFRL is homeland security effort.
OAEis research focuses on devel oping economic tools to aid facility owners and
managers in the selection of cost-effective strategies that respond to natural and man-
made hazards. Economic tools include evaluation methods, standards that support and
guide the application of those methods, and software for implementing the evaluation
methods. OAEis research has produced athree-step protocol for developing arisk
mitigation plan for cost-effective protection of constructed facilities' The three-step
protocol has the following essential components: risk assessment, identification of
potential mitigation strategies, and economic eval uation.

Risk assessment is used to identify the risks confronting afacility. It includes
development of possible damage scenarios, probability assessments for these scenarios,
and identification of the facilityis vulnerabilities and critical areas. ldentification of
mitigation strategies® Engineering Alternatives, Management Practices, and Financial
M echanisms provides performance and cost data for the possible combinations of risk
mitigation strategies. Combinations of risk mitigation strategies are used to create a
candidate set of alternatives for in-depth economic evaluation. The third component,
economic evaluation, enables facility owners and managers to evaluate each aternative
combination of risk mitigation strategies and the sequence of cash flows associated with
their implementation.

1.2  Purpose and Scope

The purpose of thisreport is to provide documentation for Version 4.0 of the Cost-
Effectiveness Tool (CET 4.0). Thereport servestwo functions. First, as a printed copy,
it is designed as a stand-alone resource for users of CET 4.0. The authors recommend
users first browse through the printed copy to gain a basic understanding of the software
tool. Second, thisreport is designed as an integral part of the software itself.
Specificaly, this report is integrated into the online Help feature of CET 4.0. ThisiHelp
featurer allows users to open this document while working within the software tool,
enabling them to explore software-rel ated features/capabilities, which should make the
use of the software tool more transparent.

The scope of the document is limited to CET 4.0. Four earlier versions of the Cost
Effectiveness Tool have been released by NIST. These earlier versionsOCET 1.0, CET
1.1, CET 2.0, and CET 3.0Ohad different analysis and reporting capabilities. The
current versionOCET 4.00represents amajor upgrade in analysis and reporting
capabilities. Thus, users of previous versions will experience some changes in the way
they construct and analyze project files. However, the developers of CET 4.0 have
designed it so that any project files saved in previous versions can be opened and saved in
Version 4.0. Please note that once you save a project filein Version 4.0, it cannot be
opened with an earlier version of the software.

! Chapman, Robert E., Leng, Chi J. Cost-Effective Responses to Terrorist Risksin Constructed Facilities.
NISTIR 7073 (Gaithersburg, MD: National Institute of Standards and Technology, 2004).



Similarly, a detailed discussion of the three-step protocol is beyond the scope of this
document. Readersinterested in learning more about the three-step protocol, including
references to risk assessment and risk management documents and software, are referred
to NIST Special Publication 1082.2

1.3  Organization of thisManual

This report contains five chapters and two appendices in addition to the Introduction; it is
designed to walk you through the features of CET 4.0 in a step-by-step fashion.
Background material isfirst presented to insure you have afirm grounding in the
concepts that underlie the software tool. Specialized analysis features are then introduced
that build on and reinforce each other. Throughout this Users Manual our objectiveisto
teach you how to use CET 4.0 to gain a deeper understanding of OAEis structured
approach to the selection of cost-effective risk mitigation strategies for dealing with
natural and man-made hazards.

Chapter 2 covers the key concepts underlying the CET 4.0 software tool. Topics covered
include an overview of the three-step protocol and the types of economic decisions and
economic evaluation methods available to decision makers. Chapter 2 shows that more
than one evaluation method may be appropriate for a given type of decision. The
recommended analysis strategy is then outlined. This strategy lays the groundwork for
using CET 4.0 to produce a cost-effective risk mitigation plan. The cost-accounting
framework is then introduced. It provides a methodology for tracking how costs affect
stakeholders in different ways, and promotes a detailed, consistent breakdown of costs.
The chapter concludes with a discussion of the role of case studies and afairly detailed
introduction to the data center case study, which is used throughout this report to
illustrate various software features/capabilities.

Chapter 3 lays out the process by which the baseline analysisis constructed. The
baseline analysisis the starting point for conducting an economic evaluation. In the
baseline analysis, all data e ements entering into the calculations are fixed. Theterm
baseline analysisis used to denote a complete analysisin al respects but one; it does not
address the effects of uncertainty. Constructing the baseline analysisisillustrated viaa
1guided tourT of the software toolis basic features. These features include entering data,
editing data, and viewing preliminary results. Special emphasisis placed on how to use
two key reportsto verify data inputs and interpret the results of the baseline analysis.
Emphasisis aso placed on the Project Notebook software feature. The Project Notebook
isan important resource for documenting the sources of key data elements.

Chapter 4 covers the treatment of uncertainty and risk. The concept of financia risk&
the probability of investing in a project whose economic outcome is different from what
isdesired or expecteddplays an important role throughout Chapter 4. The importance of
conducting a structured sensitivity analysisisfirst discussed. Specia emphasisis placed

2 Thomas, Douglas S., and Chapman, Robert E. A Guide to Printed and Electronic Resources for
Developing a Cost-Effective Risk Mitigation Plan for New and Existing Constructed Facilities. NIST
Specia Publication 1082 (Gaithersburg, MD: National Institute of Standards and Technology, 2008).



on how CET 4.0 provides aframework for analyzing both the impacts of single factors
and combinations of factors on project costs. Monte Carlo simulation is then discussed
with particular emphasis on how it leads to quantitative measures of financial risk. Both
methodsOsensitivity analysis and Monte Carlo simulation®include discussions of how
to input the required data and save calculated results. The chapter concludes with a
discussion of the Uncertainty Report, a key resource document for analyzing how
uncertainty impacts the choice of the most cost-effective risk mitigation plan.

Chapter 5 summarizes why choosing among alternatives designed to reduce the impacts
of natural and man-made hazards is more complicated than most building investment
decisions. The focus of Chapter 5 is on providing guidance to help identify key
characteristics (e.g., dollar-denominated impacts as well as any significant effects that
remain unquantified) and the level of effort that will promote a better-informed decision.
The chapter describes two methods for summarizing results for presentation to senior
management and other decision makers. First, a generic format for summarizing results
is presented; the generic format is based on ASTM Standard E 2204.> Second, the CET
Executive Summary Report is described®both how to create it and how to useit to
communicate results. Results from the data center case study are used to highlight key
features of each method.

Chapter 6 concludes with a discussion of suggested next steps for making more effective
use of the CET 4.0 software tool.

Appendix A outlines the life-cycle cost methodol ogy and provides formulas for each of
the key measures of economic performance.

Appendix B isaglossary of terms. Appendix B includes definitions of all of the key
terms used throughout this Users Manual. It also includes a Notes section linking the
term to software inputs and outputs as well as links to specific sections of this Users
Manual. Thelinks are designed as part of the online Help feature. Where appropriate, an
Examples section is aso provided. The Examples section is used to refer you to specific
topics covered in the data center case study.

3 ASTM International. iStandard Guide for Summarizing the Economic I mpacts of Building-Related
Projects,T E 2204, Annual Book of ASTM Sandards: 2006. Vol. 04.12. West Conshohocken, PA: ASTM
International .



2 Key Concepts
21  Overview of the Three-Step Protocol

Protecting constructed facilities from extreme eventsOfires, floods, earthquakes, and
other natural and man-made hazardsOis a constant challenge for facility owners and
managers. Choosing among aternative protection strategies is complicated by the fact
that such strategies frequently have significant up-front investment costs, result in
operations and maintenance costs that are spread over many years, and impact key
stakeholders in different ways. A methodology is needed to insure that al relevant costs
are captured and analyzed via well-defined metrics.

To address this need, NIST devel oped a three-step protocol that establishes a
methodology for dealing with extreme events. The methodology is documented in
ASTM Standard Guide E 2506.*

CET 4.0isdesigned as an integral part of the economic evaluationOstep three of the
three-step protocol. As such, it is dependent upon the data and information produced in
the first two steps of the protocol. It isimportant to point out that the quality of the
economic evaluation is only as good as the data and assumptions going into it. Thus, a
brief overview of the three-step protocol is useful in establishing the foundations for a
rigorous economic evaluation of risk mitigation strategies for dealing with natural and
man-made hazards.

Implementing the three-step protocol requires both guidance and data. Guidanceis
needed to help owners and managers to assess the risks facing their facility. Data about
the frequency and consequences of natural and man-made hazards are needed when
assessing the risks that a particular facility faces from these hazards. Estimates of the
costs of protection are needed to insure that safeguarding personnel and physical assets
and satisfying financia constraints are kept in balance. Finally, guidance on the use of
economic evaluation methods is needed to insure that the correct method, or combination
of methods, isused. Although thereisagreat deal of high-quality information available
on risk assessment and risk management, natural and man-made hazards, and economic
tools, there is no central source of data and tools to which the owners and managers of
constructed facilities and other key decision makers can turn for help in developing a
cost-effective risk mitigation plan. NIST Specia Publication 1082 serves as such a
central source.”

Thefirst step in creating a cost-effective risk mitigation plan is arisk assessment for the
facility or group of facilitiesto be protected. This step includes specification of the

* ASTM International. 1Standard Guide for Developing a Cost-Effective Risk Mitigation Plan for New and
Existing Constructed Facilities,T E 2506, Annual Book of ASTM Standards: 2006. Vol. 04.12. West
Conshohocken, PA: ASTM International.

® Thomas, Douglas S. and Chapman, Robert E. A Guide to Printed and Electronic Resources for
Developing a Cost-Effective Risk Mitigation Plan for New and Existing Constructed Facilities. NIST
Specia Publication 1082 (Gaithersburg, MD: National Institute of Standards and Technology, 2008).



decision-makeris objectives, the facilities to be protected, the natural and man-made
hazards to be considered, the composition of the risk assessment team, and
documentation procedures. The risk assessment involves data collection to establish the
likelihood of natural and man-made hazards as well as the on-site collection and
documentation of facility vulnerabilities to those hazards. Estimates of the value of the
facilityis assets and the consegquences of an event occurring are also produced as part of
the risk assessment.

The second step of the protocol focuses on identification of risk mitigation strategies.
This step uses information from the risk assessment (e.g., estimates of the value of the
facilityis assets and the consequences of an event occurring) to identify engineering,
management and financial strategies to mitigate those consequences. The costs of
implementing the alternative risk mitigation strategies and the associated reductionsin
consequences are aso produced as part of this step in the protocol.

Thethird step in the protocol, economic evaluation, is the means through which
competing aternatives are analyzed and a cost-effective risk mitigation plan is identified.
The two previous steps, concerned with risk assessment and risk mitigation, formulate the
alternative risk mitigation strategies and provide the associated cost and hazard data
needed to compare the competing aternatives. The economic evaluation step includes
the selection of the appropriate measures of economic performance, arigorous anaysis of
the alternative risk mitigation strategies, the identification of the cost-effective risk
mitigation plan, and the documentation necessary to support the recommendation of that
plan. The economic evaluation step places special emphasis on the treatment of
uncertainty and risk on the selection of a cost-effective risk mitigation plan.

CET 4.0 promotes a rigorous economic evaluation in three interrelated ways. First, its
economic evaluation methods are based on standardized practices promulgated by ASTM
International. Second, the graphical user interface facilitates the entry and editing of data
required to support a rigorous economic evaluation. Finally, four specialized reports are
available that enable verification of input data, an iterative approach to analyzing key cost
drivers, astructured approach to the treatment of uncertainty, and an Executive Summary
Report for use in presenting results to senior management and other decision makers.

2.2  Typesof Economic Decisions

Investment decisions associated with aternative building designs or systems are
frequently project-related, where a project could be the construction of anew building,
the renovation of an existing constructed facility (e.g., a bridge), or the modernization of
an existing system (e.g., a heating, ventilation, air-conditioning system (HVAC)
upgrade). For agiven project, the decision maker has to choose among a number of
competing aternatives, all of which satisfy the same functional requirements. If the
project is to upgrade a buildingis HVAC system and to address a number of generic
security concerns, then each of the aternatives being considered will satisfy the
functional requirements specified by the buildingis owner/manager or some other



designated decision maker. At ahigher level of aggregation, construction-related
investment decisions often involve collections of projects.

There are four basic types of investment decisions for which an economic analysisis
appropriate:

(1) Deciding whether to accept or reject a given alternative/project;
(2) Identifying the most efficient alternative/project size/level, system, or design;

(3) Identifying the optimal combination of interdependent projects (i.e., the right mix of
sized/levels, systems, and designs for a group of interdependent projects); and

(4) Deciding how to prioritize or rank independent projects when the avail able budget
cannot fund them all.

Each type of investment decision isimportant. First and foremost, decision makers need
to know whether or not a particular alternative/project or program should be undertaken
in thefirst place. Second, how should a particular project/program be configured? The
third type of decision builds on the second and introduces an important concept,
interdependence. Consequently, for a given set of candidate projects and implied
interdependencies, the problem becomes how to choose the best combination of projects.
The fourth type of decision introduces a budget constraint. The am ishow to get the
most impact for the given budget.

2.3 Economic Evaluation Methods

Numerous methods are available for measuring the economic performance of investments
in buildings and building systems. Use ASTM Standard Guide E 1185° to identify types
of building design and system decisions that require economic evaluation and to match
the technically appropriate economic methods with the decisions.

Four economic eval uation methods addressed in ASTM Standard Guide E 1185 apply to
the development of a cost-effective risk mitigation plan for dealing with natural and man-
made hazards: (1) life-cycle costs (ASTM Standard Practice E 9177); (2) present value
net savings (ASTM Standard Practice E 1074%); (3) savings-to-investment ratio (ASTM

® ASTM International. iStandard Guide for Selecting Economic Methods for Evaluating Investmentsin
Buildings and Building Systems,T E 1185, Annual Book of ASTM Sandards: 2006. Vol. 04.11. West
Conshohocken, PA: ASTM International.

" For adetailed description of the ASTM life-cycle cost standard, see ASTM International. iStandard
Practice for Measuring Life-Cycle Costs of Buildings and Building Systems,T E 917, Annual Book of
ASTM Standards: 2006. Vol. 04.11. West Conshohocken, PA: ASTM International.

8 For adetailed description of the ASTM present value of net savings standard, see ASTM International.
iStandard Practice for Measuring Net Benefits and Net Savings for Investmentsin Buildings and Building
Systems,T E 1074, Annual Book of ASTM Sandards: 2006. Vol. 04.11. West Conshohocken, PA: ASTM
International .



Standard Practice E 964%); and (4) adjusted internal rate of return (ASTM Standard
Practice E 1057'%). Readers interested in mathematical derivations of the economic
evaluation methods are referred to Appendix A.

More than one method can be technically appropriate for many design and system
decisions. If more than one method is technically appropriate, use all that apply, since
many decision makers need information on measures of magnitude (life-cycle costs and
present value net savings) and of return (savings-to-investment ratio and adjusted internal
rate of return) to assess economic performance.

231 Life-CycleCost Method

Thelife-cycle cost (LCC) method measures, in present-value or annual-value terms, the
sum of all relevant costs associated with owning and operating a constructed facility over
a specified period of time. The basic premise of the LCC method is that to an investor or
decision maker all costs arising from that investment decision are potentially important to
that decision, including future as well as present costs. Applied to constructed facilities,
the LCC method encompasses al relevant costs over a designated study period, including
the costs of designing, purchasing/leasing, constructing/installing, operating, maintaining,
repairing, replacing, and disposing of a particular design or system. Should any pure
benefits result (e.g., increased rental income due to improvements), include them in the
calculation of LCC.

The LCC method is particularly suitable for determining whether the higher initial cost of
aconstructed facility or system specification is economically justified by lower future
costs (e.g., losses due to natural or manmade hazards) when compared to an alternative
with alower initial cost but higher future costs. If adesign or system specification has
both alower initial cost and lower future costs relative to an aternative, an LCC analysis
is not needed to show that the former is economically preferable.

Denote the adternative with the lowest initial investment cost (i.e., first cost) as the base
case. The LCC method compares alternative, mutually exclusive, designs or system
specifications that satisfy a given functional requirement on the basis of their life-cycle
costs to determine which is the least-cost means (i.e., minimizes life-cycle cost) of
satisfying that requirement over a specified study period. With respect to the base case,
an alternative is economically preferred if, and only if, it resultsin lower life-cycle costs.

® For adetailed description of the ASTM savings-to-investment ratio standard, see ASTM International.
iStandard Practice for Measuring Benefit-to-Cost and Savings-to-I nvestment Ratios for Investmentsin
Buildings and Building Systems,T E 964, Annual Book of ASTM Standards: 2006. Vol. 04.11. West
Conshohocken, PA: ASTM International.

19 For a detailed description of the ASTM adjusted internal rate of return standard, see ASTM International.
iStandard Practice for Measuring Internal Rate of Return and Adjusted Internal Rate of Return for
Investmentsin Buildings and Building Systems,T E 1057, Annual Book of ASTM Standards. 2006. Vol.
04.11. West Conshohocken, PA: ASTM International.



In the context of CET 4.0, the alternative (i.e., a given combination of risk mitigation
strategies) that resultsin the lowest life-cycle cost is designated as the most cost-
effective risk mitigation plan.

2.3.2 Present Value of Net Savings

The present value of net savings (PVNS) method isreliable, straightforward, and widely
applicable for finding the economically efficient choice among investment alternatives.
It measures the net savings from investing in a given alternative instead of investing in
the foregone opportunity (e.g., some other alternative or the base case).

The PVNS for a given alternative, vis-a-vis the base case, equals their differencein life-
cycle costs. Any pure benefits that result (e.g., increased rental income due to
improvements) are included in the calculation of PVNS, since they areincluded in the
LCC calculation.

With respect to the base case, if PVNS is positive for a given aternative the investment is
economic; if it is zero, the investment is as good as the base case; if it is negative, the
investment is uneconomical.

In the context of CET 4.0, any alternative that resultsin a PVNS greater than zero is
designated as cost effective.

2.3.3 Savings-to-lnvestment Ratio

The savings-to-investment ratio (SIR) is anumerical ratio whose value indicates the
economic performance of a given aternative instead of investing in the foregone
opportunity. The SIR is savings divided by investment costs. The LCC method provides
all of the necessary information to calculate the SIR. The SIR for agiven aternativeis
calculated vis-a-vis the base case.

The numerator equal s the difference in the present value of non-investment costs between
the base case and the given alternative. The denominator equals the differencein the
present value of investment costs for the given alternative and the base case. A ratio less
than 1.0 indicates that the given aternative is an uneconomic investment relative to the
base case; aratio of 1.0 indicates an investment whose benefits or savings just equa its
costs; and aratio greater than 1.0 indicates an economic project.

In the context of CET 4.0, any alternative that resultsin an SIR greater than 1.0is
designated as cost effective.

2.34 Adjusted Internal Rate of Return
The adjusted internal rate of return (AIRR) is the average annual yield from a project

over the study period, taking into account reinvestment of interim receipts. The
reinvestment rate in the AIRR calculation is equal to the minimum acceptabl e rate of



return (MARR), which is assumed to equal the discount rate. When the reinvestment rate
ismade explicit, all investment costs are easily expressible as atime equivalent initial
outlay (i.e., avalue at the beginning of the study period) and al non-investment cash
flows as atime equivalent terminal amount. This allows a straightforward comparison of
the amount of money that comes out of the investment (i.e., the termina value) with the
amount of money put into the investment (i.e., the time equivaent initial outlay).

The AIRR is defined as the interest rate applied to the termina value, which equates (i.e.,
discounts) it to the time equivalent value of the initial outlay of investment costs. Itis
important to note that all investment costs are discounted to atime equivaent initial
outlay using the discount rate.

With regard to the base case, if the AIRR is greater than the discount rate (also referred to
asthe hurdle rate), then investment in the given alternative is economic; if the AIRR
equals the discount rate, the investment is as good as the base case; if AIRR islessthan
the discount rate, the investment is uneconomical.

In the context of CET 4.0, any alternative that resultsin an AIRR greater than the
discount rateis designated as cost effective.

2.3.5 Appropriate Application of the Evaluation Methods

The four evaluation methods presented in the previous sections provide the basis for
eval uating the economic performance of homeland security-related investmentsin
constructed facilities. The equations underlying the methods presented in Appendix A
are all consistent with ASTM standard practices. All of the methods are appropriate for
evaluating accept or reject type decisions. But among the methods are several
distinctions that relate to the type of investment decision that the decision maker is
facing.

Table 2-1 provides a summary of when it is appropriate to use each of the evaluation
methods described earlier. Note that the LCC and PV NS methods are appropriate in
three of the four cases. Only in the presence of a budget constraint is the use of either
LCC or PVYNS inappropriate and even in that case it plays an important role in computing
the aggregate measure of performance.

In summary, no single evaluation method works for every decision type. First and
foremost, managers want to know if a particular project is economic. Referenceto Table
2-1 shows that al of the evaluation methods address this type of decision. Second, as
issues of design, sizing, and packaging combinations of projects become the focus of
attention®as often occurs in conjunction with budget reviewsAthe LCC and PVNS
methods emerge as the principle means for evaluating a projectis or programis merits.**
Finally, the tightening budget picture involves setting priorities. Consequently, decision
makers need both measures of magnitude, provided by LCC and PVNS, and of return,

M 1f incremental values of the SIR or AIRR are computed, they can be used to make design/size and
packaging decisions.
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provided by either the SIR or the AIRR, to assess economic performance. Multiple
measures, when used appropriately, ensure consistency in both setting priorities and

selecting projects for funding.

Table 2-1 Summary of Appropriateness of Each Standardized Evaluation
Method for Each Decision Type
Decision Type

LCC PVNS SR AIRR
Accept/Reject Yes Yes Yes Yes
Design/Size Yes Yes No No
Combination (Interdependent) Yes Yes No No
Priority/Ranking (Independent) No No Yes Yes

Source: iStandard Guide for Selecting Economic Methods for Evaluating Investments in Buildings and
Building Systems.T E1185. ASTM International, 2005.

24  Analysis Strategy

Developing a cost-effective risk mitigation plan is a complicated process, entailing three
distinct levels of analysis. This ianalysis strategyT systematically adds increased detail to
the decision-making process. Thefirst level isreferred to asthe baseline analysis. Here
we are working with our best-guess estimates. The baseline analysis provides aframe of
reference for the treatment of uncertainty, which is the focus of the second and third
levelsOsensitivity analysis and Monte Carlo simulation&which systematically vary
selected sets of data el ements to measure their economic impacts on project outcomes,
such asthe life-cycle costs of competing alternatives.

24.1 BasdineAnalysis

The starting point for conducting an economic evaluation isto do abaseline anaysis. In
the baseline analysis, all data elements entering into the calculations are fixed. For some
data, the input values are considered to be known with certainty. Other dataare
considered uncertain and their values are based on some measure of central tendency,
such as the mean or the median, or input from subject matter experts. Baseline data
represent afixed state of analysis. For this reason, the analysis results are referred to as
the baseline analysis. Theterm baseline analysisis used to denote a complete analysisin
all respects but one; it does not address the effects of uncertainty.

2.4.2 Sensitivity Analysis
Sensitivity analysis measures the impact on project outcomes of changing the values of
one or more key data elements about which there is uncertainty. Sensitivity analysis can

be performed for any measure of economic performance (e.g., life-cycle cost or present
value of net savings). Therefore, a sensitivity analysis complements the baseline analysis
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by eva uating the changes in output measures when selected data inputs are allowed to
vary about their baseline values.

The key advantage of sensitivity analysesisthat they are easily constructed and
computed and the results are easy to explain and understand. Their disadvantage is that
they do not produce results that can be tied to probabilistic levels of significance (e.g., the
probability that the savings-to-investment ratio is less than 1.0).

2.4.3 Monte Carlo Simulation

Monte Carlo smulation varies asmall set of key parameters either singly or in
combination according to an experimental design. Associated with each key parameter is
aprobability distribution function from which values are randomly sampled. The mgjor
advantage of the Monte Carlo simulation technique isthat it permits the effects of
uncertainty to be rigorously analyzed through reference to a derived distribution of
project outcome values. CET 4.0 includes a means for automatically running Monte
Carlo Simulations and displaying the results.

25  Cost-Accounting Framework

The flexibility of the life-cycle cost method enables us to classify and analyze costsin a
variety of ways. Theresult isamore focused representation of costs, referred to as the
cost-accounting framework. The objective of producing this framework is to promote
better decision making by identifying unambiguously who bears which costs, how costs
are allocated among several widely-accepted budget categories, how costs are allocated
among key building components, and how costs are allocated among the three mitigation
strategies. A cost-accounting framework is needed because costs affect stakeholdersin
different ways. Thus, knowing who bears which costs |eads to a better understanding of
stakeholder perspectives and helps create mutually beneficial solutions. Finally, the cost-
accounting framework promotes a detailed, consistent breakdown of life-cycle costs so
that a clear picture emerges of the cost differences between competing alternatives.

Costs are classified aong four dimensions within the cost-accounting framework: (1)
Bearer of Costs; (2) Budget Category; (3) Building/Facility Component; and (4)
Mitigation Strategy. To differentiate these costs, they are referred to as cost types and
cost items. Each dimension contains a collection of cost types. The cost types are used
as placeholders for summarizing and reporting aggregated cost information. Each cost
typeisacollection of cost items. Each cost item has a unique set of identifiers that
places it within the cost-accounting framework. Examples linking cost items and cost
types are given at the end of each of the four 1cost dimensiont paragraphs. Each
dimension captures the full spectrum of costs (i.e., al costs summed across each
dimension add up to the sametotal). A schematic representation of the cost-accounting
framework isgivenin Figure 2-1. Within Figure 2-1, each of the four dimensions of
costsislisted within abox. The cost types associated with that cost dimension are listed
beneath each box.
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Bearer of Budget Building/ Mitigation
Costs Category Facility Strategy
Component
L Owner/Manager L Capital —— Building/Facility | Engineering
Investment Elements Alternatives
— Occupant/User —— O&M —— Building/Facility —— Management
Site Work Practices
—— Third Party —— Other —— Non-Elementa —— Financid
Mechanisms

Figure2-1  Overview of the Cost-Accounting Framework: Dimensions and Cost
Types

Thefirst dimension, Bearer of Costs, covers all stakeholder groups. A stakeholder group
is defined as any collection of organizations or individuals directly affected by the project
(e.g., by construction or risk mitigation activities or by disaster-related losses). Thefirst
dimension has three cost types based on who bears the costs. The three cost types are: (1)
Owner/Manager; (2) Occupant/User; and (3) Third Party. Owner/Manager costs are al
costsincurred by the projectis owner or agent. These costs include but are not limited to
design costs, capital investment costs, and selected types of repairs to the constructed
facility. Occupant/User costs accrue to the direct users of the project. Occupant/User
costs frequently include operations and maintenance costs and selected types of repairs
not covered by the projectis owner or agent. Occupant/User costs can also include delay
costs and business interruption costs due to temporary closures for repair and
reconstruction activities. Third-Party costs are al costs incurred by entities who are
neither the projectis owner or agent nor direct users of the project. One example of a
Third-Party cost isthe lost sales for a business establishment whose customer access has
been impeded (e.g., due to aroad closure during construction/reconstruction). Another
example is damage to the environment from a construction process that pollutes the
water, land, or atmosphere.

The second dimension, Budget Category, has three cost types based on which category of
the budget the funds come from. These cost types are: (1) Capital Investment; (2) O&M
(Operations and Maintenance); and (3) Other. These cost types correspond to widely
used budget categories for private and public sector cost accounting. It isimportant to
note that the dollar amounts accruing to all three cost types are inclusive of any expected
losses. In the context of the previous section, Capital Investment costs accrue to the
investment cost category and O& M and Other costs accrue to the non-investment cost
category. All acquisition costs, including costs related to planning, design, purchase, and
construction, are investment-related costs and fall under the Capital Investment cost type.
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Residual values (resale, salvage, or disposal costs) and capital replacement costs are also
investment-related costs. Capital replacement costs are usually incurred when replacing
major systems or components and are paid from capital funds. Cost itemsfalling under
the O&M cost type include energy and water costs, maintenance and repair costs, minor
replacements related to maintenance and repair, and insurance premiums paid by owners
and/or occupants to reduce their risk exposure. O& M costs are usually paid from an
annual operating budget, not from capital funds. Other costs are non-capital costs that
cannot be attributed to the O&M cost type. An example of an Other/Third-Party cost is
damage to the environment stemming from the project.

The third dimension, Building/Facility Component, has three cost types. These cost
types are: (1) Building/Facility Elements; (2) Building/Facility Site work; and (3) Non-
Elemental. Thefirst two cost types are associated with the elemental classification
UNIFORMAT I1.*? Elementsare an integral part of any construction project; they are
often referred to as component systems or assemblies. Each element performs a given
function regardless of the materials used, design specified, or method of construction
employed. Non-Elemental costs are al costs that cannot be attributed to specific
functiona elements of the project. An example of a Non-Elemental/Capital/Owner cost
is the purchase of aright-of-way, or easement.

The fourth dimension, Mitigation Strategy, has three cost types. The three cost types
correspond to the three risk mitigation strategies; they are: (1) Engineering Alternatives,
(2) Management Practices; and (3) Financia Mechanisms. An example of an
Engineering Alternatives/Elemental/Capital/Owner cost is tightening the building
envelope. An example of a Management Practice/Non-Elemental/O& M/Owner cost is
Site security.

2.6 Use of Case Studies

The software includes a case study file, Data Center Case Study.lcc. The case study file
provides a convenient frame of reference through which you can learn about the
capabilities of the software and experiment with the various means of editing, creating,
and deleting data elements. The case study file is designed to illustrate awide variety of
software features through a simplified, yet fairly realistic building-related example.

2.6.1 Overview of the Data Center Case Study

The case study describes a renovation project for the data center of afinancial institution.
The renovation is to upgrade the data centeris heating, ventilation and air-conditioning
(HVAC); telecommunications and data processing systems; and several security-related
functions. Note that the cost estimates are for purposes of illustration onlySactual
renovations of different building types will face different costs and different risk profiles.

2 ASTM International. iStandard Classification for Building Elements and Related Site Work&S
UNIFORMAT 11,7 E 1557, Annual Book of ASTM Standards: 2006. Vol. 04.11. West Conshohocken, PA:
ASTM International.
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The data center undergoing renovation is asingle-story structure located in a suburban
community. The floor area of the data center is 3 716 m? (40 000 ft?). The replacement
value of the data center is $20 million for the structure plusits contents. The data center
corresponds to the type of structure that would be used by a magjor bank, credit card
company, or insurance company asits primary data repository. It contains financial
records that arein constant use by the firm and its customers. Thus, any interruption of
service will result in both lost revenues to the firm and potential financial hardship for the
firmis customers.

The site upon which the data center islocated is traversed by athoroughfare that has been
used by local residents since the data center was constructed. Alternative routes are
available and convenient to local residents, subject to a short detour. Plans have been
made by the community to put in a new street which better links the affected
neighborhoods and does not traverse the data centeris site. The new street will be
available for use within two years of the renovation.

2.6.2 Alternatives

The building owners wish to employ the most cost-effective risk mitigation plan (i.e., the
plan that resultsin the lowest life-cycle cost) that will meet their objectives. Four
alternative combinations of mitigation strategies are available to the building owners. All
of the alternatives recognize that in the post-9/11 environment the data center faces
heightened risksin two areas. These risks are associated with the vulnerability of
information technology resources and the potential for damage to the facility and its
contents from chemical, biological, radiological, and explosive (CBRE) hazards. Two
scenariosOthe potential for a cyber attack and the potential for a CBRE attackOare used
to highlight these risks.

Thefirst alternative, referred to as the Base Case, employs upgrades that meet the
minimum building performance and security requirements; it is the alternative with the
lowest initial investment cost (i.e., lowest first cost). The second alternative, referred to
as Enhanced Security, results in enhanced security as well as selected improvementsin
building performance; it also provides alow level of particle filtration capability against
biological agents but no gaseous capability against chemical agents. Thethird
aternative, referred to as Enhanced Bio Protection, provides ahigh level of protection
against particles but no gaseous protection. The fourth alternative, referred to as
Enhanced Chem/Bio Protection, provides ahigh level of protection against particles and
gaseous agents.

The three non-Base Case aternatives are referred to throughout the remainder of this
report as the Proposed Alternatives. Each of the three Proposed Alternatives augments
the Base Case by strengthening portions of the exterior envelope, limiting vehicle access
to the data center site, improving the buildingis HVAC, telecommunications and data
processing systems, and providing better linkage of security personnel to the
telecommunications network. The main difference in the three Proposed Alternativesis
their treatment of biological and chemical agents. The Enhanced Security alternative
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augments the Base Case by replacing existing Minimum Efficiency Reporting Value
(MERV) 6 filterswith MERV 11 high capacity filters and modifying the electrical
feeders to accommodate higher motor horsepower. The Enhanced Bio Protection
alternative augments the Enhanced Security alternative by sealing the exterior windows
to make the building more airtight, replacing the MERV 11 filters with athree-stage filter
consisting of aMERV 8 pre-filter, an 85 % efficient MERV 13 intermediate filter, and a
99.97 % High Efficiency Particulate Air (HEPA) filter, and modifying the electrical
feeders to accommodate higher motor horsepower. The Enhanced Chem/Bio Protection
alternative augments the Enhanced Security alternative by sealing the exterior windows
to make the building more airtight, replacing the MERV 11 filters with afive-stage filter
consisting of aMERV 8 pre-filter, an 85 % efficient MERV 13 intermediate filter, a
99.97 % HEPA filter, 2 99.9 % gas phase filter, and aMERV 11 post filter, and
modifying the electrical feeders to accommodate higher motor horsepower.

2.6.3 Assumptionsand Cost Data

The case study covers a 25-year period beginning in 2006. Life-cycle costs are
calculated using a7 % real discount rate for the baseline analysis. Information on cost
itemsis needed in order to calculate life-cycle costs. Cost items are classified under two
broad headings: (1) input costs and (2) event-related costs.

Input costs represent all costs tied to the building or facility under analysis that are not
associated with an event. Input costs include theinitial capital investment outlays for
facilities and site work, future costs for electricity for lighting and space heating and
cooling, future renovations, and any salvage value for plant and equipment remaining at
the end of the study period. Input costs are classified as either investment costs or non-
investment costs.

Input costs serve to differentiate the Base Case and the Proposed Alternatives. The
additional costs of the Proposed Alternatives result not only in expected reductionsin
event-related costs, they aso reduce the annual costs for telecommunications and
electricity and increase staff productivity due to improved indoor air quality. Finaly, the
changein the traffic pattern resulting from the enhanced renovation generates an increase
in commuting costs for local residents until anew road is opened in two years.

Event-related costs are based on annual outcomes, each of which has a specified
probability of occurrence. Each outcome has a non-negative number of cost items
associated with it (i.e., an outcome may have no cost items associated with it if it results
in zero costs). The data center case study models the risks associated with cyber attacks
and CBRE attacks exclusively. The event modeling methodology, however, can aso be
used to model multiple hazards, such as those associated with earthquakes, high winds, or
an accident resulting in widespread damage due to fire or chemical spills. Annual
probabilities for the outcomes associated with each attack scenario are postulated along
with associated outcome costs. The annual probabilities and outcome costs differ by
renovation strategy. However, both the Base Case and the Proposed Alternatives have
similar types of outcome costs. Should a cyber attack occur, it results in damage to
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financial records and identity theft for asmall set of corporate customers. Should a
CBRE attack occur, it resultsin severa non-fatal injuries, physical damage to the data
center, interruption of business services at the data center, and denia of serviceto
corporate customers during recovery.
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3 Basic Features. Constructing the Baseline Analysis

This section gives you a guided tour of the basic features of Version 4.0 of the Cost-
Effectiveness Tool (CET 4.0). The guided tour takes you through all of the steps
required to construct the baseline analysis. Software features associated with the
treatment of uncertainty and risk are covered in Chapter 4. The goa of the guided tour is
for you to work systematically through the hierarchy of screens used to input, analyze,
and display project-related data.

3.1  Getting Started
3.1.1 Opening/Creating a Project File

Launch the software by clicking on the CET 4.0 icon found on your desktop or by
clicking CET 4.0 in the Start menu in Programs/Cost-Effectiveness Tool. The first
screen to appear prompts you to create a new project file or open an existing or example
project file. Figure 3-1 isareproduction of the Prompt window. Recall that the software
comes with an examplefile, the Data Center Case Study.lcc file. Thus, even when you
launch the software for the first time, there is already an example project file, which you
may choose to open. If you select the Open an Existing Project or Open an Example
Project button, then you will be taken to the Open Project window. (Throughout this
section, software features (e.g., buttons) are highlighted through the use of italics font.)

Welcome EI

Cost-Effectiveness Tool
Yersion 4.0

<>

(* Open an E xisting Project
" Open a Mew Praject

" Open an Example Project

Start |

Office of Applied Economics
Building and Fire Research Laboratony
M ational Institute of Standardz and Technology

Septerber 2008

Figure3-1  Cost-Effectiveness Tool Prompt Window
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As afirst step, open the Data Center Case Study.lcc file and use the File Save As feature
to make additional copies with Icc extensions. Suggested file names are testO1.1cc and
testO2.Icc. Usethetest filesto gain familiarity with the software. Thisway, if you
inadvertently change or delete a data el ement, or create a new data element, you can go
back to the Data Center Case Study.lcc file for the reference solution. When you use the
File Save As feature with the case study file, the new file (e.g., testO1.Icc) will be saved in
the Texamplesr directory unless you specify otherwise. If you exit the software and later
wish to open a user-created itestT file, you will need to select Open an Example Project
from the Prompt window.

Figure 3-2 is a sample Open Project window showing the filesin the iexamplest
directory. Note that in addition to the Data Center Case Study.lcc file there are two user-
created itestT files: testOl.Icc and test02.Icc. Highlighting the desired file and clicking
the Open button, opens that file. Double clicking on the highlighted file opens the file as
well. The Open Project window includes a Cancel button. If you click on the Cancel
button, you will return to the Prompt window.

Open Project

Look ir: |’_;' examples ﬂ £ Bl
Zlata Center Case Study, |.:.: '
& test01, Icc
& testD2. Icc

File narne: |Data Center Caze Study. lcc
Filez of type: |°‘_I.:.: j Catizel

Figure3-2  Open Project Window

3.1.2 Cost Summary Window and Main Menu

The Cost Summary window is displayed whenever anew project is created or an existing
or example project fileis opened. When aproject is created, the Cost Summary window
isblank. Figure 3-3isan example of the Cost Summary window display when starting a
new project. Asyou enter datainto the software, the Cost Summary window displays the
current value of life-cycle costs for each cost type and alternative being analyzed. Itis
recommended that you keep the Cost Summary window open while working in the
software. If you wish to close the window, it can be reopened at any time.
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The software is designed to analyze up to four aternatives (see Figure 3-3). The Cost
Summary window allows you to select both the cost types and the aternativesto be
included in the economic evaluation. These ichoicest are represented in Figure 3-3 by
the icost typer check boxes under each dimension of the cost-accounting framework and
the 1alternativer check boxesin the Select Alternatives group box located in the lower
left-hand corner.

A tree on the left-hand side of the Cost Summary window serves as the Main Menu to the
software. The tree contains three top-level nodes: Project, Uncertainty, and Reports.
Recall that software features discussed in this section are highlighted through the use of
italics font.

M Cost Summary Window - E@E|

Measure of Economic Performance
- Project
Drescription | | | |

Altematives Evaluation Methad: -
Costs/Events

- Uncertainty Cost Types by Bearer:
Sensiiviy v Owner/Manager
Monte Carlo
2 Reports ¥ Decupant/User
Data v Third Party
Uricertainty
Results Cost Types by Budget Category:
¥ Capital Investment
v DM
Iv Other

ﬁ& Cost Types by Component:

¥ Building/F acility Elements
¥ Buiding/Facility Site wark

Select Alternatives ¥ MonElemental
- : . Cost Types by Mitigation Strategy:
r ¥ Engineering Altematives
i ¥ Management Practices
i

¥ Financial Mechanisms

Figure3-3  Cost Summary Window When Starting a New Project

3.2  Entering Data
3.21 Project Information

The options listed under the Project node allow you to enter project information, define
alternatives, and manage cost-related information.

Clicking the Description option on the Main Menu opens the Project Description

window. Here you can enter project information such as the projectis name, a brief
description of the project, the base year selected for all present value calculations, the
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